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1. Introduction

1.1 Previous work into risk management included the following reports. 

1.2 In November 2018 the then Head of ARA undertook and produced a report titled 
“The Review of the Effectiveness of the Audit and Governance Committee” and in 
December 2019 reviewed in detail three key risks from the Strategic Risk Register, 
a report titled “Strategic Risk Register Controls Testing”.

1.3 The report “The Review of the Effectiveness of the Audit and Governance 
Committee” was undertaken as a result of the Chartered Institute of Public Finance 
and Accountants (CIPFA) issuing a report titled “Audit Committees in Local 
Authorities and Police, 2018 edition”. This guidance by CIPFA represents their view 
on best practice for audit committees in local authorities throughout the UK and 
replaced the previous report “Position Statement of Audit Committees in Local 
Government” issued in 2013.

1.4 Actions arising from this audit included:

“Updating the Terms of Reference of the Audit and Governance Committee in line 
with the CIPFA Audit Committees Practical Guidance for Local Authorities and 
Police 2018.”

1.5 The report “Strategic Risk Register Controls Testing” focussed on reviewing three 
strategic risks to provide assurance that based on this small sample strategic risks 
were being managed, reported and monitored to enable effective and appropriate 
scrutiny/challenge. The audit findings identified that a) InPhase (the Councils risk 
management software application) to be updated with the risk controls for each risk, 
b) that key risk controls are adequately discussed and challenged by the Corporate 
Overview and Scrutiny Committee and duly minuted, and c) that the Corporate 
Management Team have risk as a standing item on their agenda.  The only 
reference to the Audit and Governance Committee in the report is to state what the 
role of this committee is.

1.6 It should be noted that all the above work pre-dated the current Head of ARA. On 
taking up his position, the current Head of ARA determined that the existing 
arrangements for risk management at the Council were in need of a review and 
improvement.

1.7 Following the transfer of risk management from the Head of Audit, Risk and 
Assurance to the Head of Planning, Performance and Improvement, together they 
have begun a process to enhance risk management which includes reviewing its 
effectiveness across the Council.

1.8 As part of this it was agreed to review current risk management processes in order 
to inform any future developments. It was understood that the purpose of this was 
to capture the ‘as is’ arrangements and make recommendations for the future, 
understanding that work to improve the governance of risk had only recently begun. 
The Head of ARA commissioned TIAA to undertake the independent review of the 
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Council’s risk management processes as they have a track record in assisting 
Council’s with risk management issues.

1.9 This is a timely opportunity to independently examine risk management, and to 
assist the Head of Planning, Performance and Improvement’s review. There are 
however, many positive aspects of risk management at the County which are 
referred to below that can be built on following this review.

1.10 As part of this review, TIAA will provide their assessment on where on the risk 
maturity scale the Council are currently. The review will also provide suggestions for 
management to consider and are made with the aim of enhancing risk management 
across the Council.

1.11 The review considered the following key matters:

i. The Council’s Constitution (or similar) that may refer to risk management (to 
include Financial Regulations) and CIPFA Guidance;

ii. The current risk management strategy, policy and procedures;

iii. Any and all risk registers that currently exist;

iv. Interviews with key and relevant officers and Members at the Council.

1.12 Advice and guidance are given without prejudice to the right of Internal Audit to 
review and make recommendations on relevant policies, procedures, controls and 
operations at a later date.

1.13 This report will be submitted to the Audit and Governance Committee scheduled for 
April 2022 in Part 1.

2. Executive Summary and Findings

2.1 There are many positive aspects to risk management at Gloucestershire County 
Council (GCC). These include:

i. The Council has a dedicated Senior Risk Management Adviser who coordinates 
risk management activity and ensures risk registers are reviewed and amended;

ii. The Council’s Risk Management Policy Statement and Strategy were being 
reviewed and refreshed whilst this review was being undertaken. TIAA’s views on 
this can be considered for incorporation into the updated Strategy;

iii. Training is provided to officers and Members on risk management;

iv. A corporate Risk Management Group has been established. This meets on a 
regular basis to discuss issues and disseminate information pertaining to risk 
management;
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v. GCC uses InPhase for its risk management. This means risk management 
information is held centrally, on a recognised performance software;

vi. It is generally felt that GCC has a positive risk management culture.

2.2 The Council’s Senior Risk Management Advisor transferred in November 2020 from 
Audit Risk Assurance (ARA) to the Planning, Performance and Improvement section.

2.3 This was a positive step by the Council as it separates the risk management function 
from Internal Audit, who provide independent assurance on its effectiveness. This 
also allows for better reporting of risk within and throughout the reporting of 
performance.

2.4 With regard to risk management, the Council’s Audit and Governance Committee 
(the Committee) in TIAA’s opinion does not completely fulfil its role as defined 
either by the Council’s Constitution or CIPFA in their guidance “Audit Committees – 
Practical Guidance for Local Authorities and Police Authorities – 2018”. Although 
the Audit report in November 2018 “The Review of the Effectiveness of the Audit 
and Governance Committee” did make an action as follows: “Update Terms of 
Reference in line with the CIPFA Audit Committees Practical Guidance for Local 
Authorities and Police 2018.”

2.5 Risk registers, which set out the Council’s risks and the actions to mitigate them are 
reported to the Corporate Overview and Scrutiny Committee (COSC). However, the 
work of Internal Audit, which reports on how those mitigating actions work in practice, 
are reported to the Audit and Governance Committee. Therefore, there is no single 
committee with a holistic view of the Council’s entire risk management 
arrangements, or which can challenge the veracity of its risk registers. The 
suggestion here is not to diminish the role of the COSC but to enable the Audit and 
Governance Committee to have a more holistic view of risk and risk management by 
receiving regular access to the County’s strategic risk register. The COSC should 
continue to receive risk data, as required, to enable COSC to consider performance 
against objectives as part of their terms of reference.

2.6 Without comprehensive risk data going to the Audit and Governance Committee, this 
will limit the challenge that the Committee can provide when reviewing and approving 
the Council’s Annual Governance Statement. 

2.7 During this review the Council’s key documents (that support the risk management 
framework) were examined and an interview with the Section 151 Officer was 
undertaken. 

2.8 A number of the Council’s key documents were reviewed and an analysis of some of 
these are shown at Appendix A.

2.9 The extracts from the CIPFA Guidance, as contained in Appendix A, are included 
as examples of what an Audit Committee should include as an integral part of its 
Terms of Reference. It is therefore suggested that an audit (and governance) 
committee should where possible adopt the principles of the CIPFA Guidance. It is 
however, acknowledged that the Council does look to adopt the good practice risk 
management principles, in line with the Institute of Risk Management Professional 
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Standards 2015 and the International Risk Management Standard (ISO 31000 - 
2018).

2.10 There is additional guidance within the CIPFA Guidance that the Council should 
take into consideration:

“Assurance over risk management will be a key element underpinning the Annual 
Governance Statement. The audit committee also needs a good understanding of 
the level of assurance risk management provides when it reviews the risk-based 
internal audit plan or reviews other assurances on areas of risk.”

2.11 The Council’s strategic risk register (which contains the information shown in 
Appendix B) is reported to COSC but not to the Audit and Governance Committee. 
There is some reporting of risks and mitigating actions to COSC and to the Audit 
and Governance Committee. However, it is COSC who are updated quarterly on 
the risks identified in the Council’s strategic risk register by discussions with 
management.

2.12 The Audit and Governance Committee are however, updated on risks and controls 
by the work of Internal Audit. The work of Internal Audit examines actual controls, 
tests and then appraises these. This work is independent, analytical and evidence 
based.

2.13 It is recognised that COSC discusses the operation of risks and controls with 
management but they do not receive independent verification of this from Internal 
Audit as the Audit and Governance Committee does.

2.14 The ability of COSC to effectively scrutinise the Council’s risk management 
arrangements, without having information as to how well mitigating actions (as 
presented in risk registers) operate in practice, therefore needs to be considered.

2.15 The Chairman of the Audit and Governance Committee stated that he did receive 
an annual report on risk management activity. He also stated that as the Audit and 
Governance Committee only received an annual report they were unable to provide 
the assurances as required to fulfil all of the Terms of Reference relating to the 
Audit and Governance Committee, such as the approval of the Annual Governance 
Statement. 

2.16 It should be noted that as well as the annual report on risk management activity, 
the Audit and Governance Committee also receive Internal Audit reports, the 
Annual Report of the Head of ARA, reports from the External Auditor and 
occasionally from other assurance providers. All of these, to a greater or lesser 
extent contain information pertaining to the Council’s risk environment.

2.17 Therefore, the Audit and Governance Committee does undertake a great deal of 
the work that it should, in accordance with the Council’s Constitution and the 
CIPFA Guidance. 
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2.18 However, the strategic risk register is a key component of the risk management 
framework and at present this is not received by the Committee. The Committee 
does not therefore, have a complete picture of the Council’s risk environment.

2.19 The risk management framework includes risk registers. Therefore, to comply with 
CIPFA Guidance the Committee should have sight of the Council’s strategic risk 
register. This would enable a single committee to have a complete picture of the 
Council’s risk management environment, to assess and offer challenge as to how 
risks are managed, and the planned work of Internal Audit.

2.20 The Committee should examine Internal Audit’s plan and consider whether it 
addresses the risks that the Council faces. In order to do this, the Committee 
should have sight of the Council’s strategic risk register to understand where 
management perceive these risks to lie. The Committee can then challenge 
Internal Audit’s plan more effectively.

2.21 The Council should reflect on what risk data is presented to the Scrutiny Committee 
and to the Audit and Governance Committee. In any event the current risk data that 
the Audit and Governance Committee receives is not sufficient to enable them to 
discharge all of their current defined duties.

2.22 The point stated above is also pertinent to the Annual Governance Statement 
(AGS). As part of this review, the AGS for 2019/20 was examined and this states:

“What is a Governance Assurance Framework?

Assurance provides confidence, based on sufficient evidence, that internal controls 
are in place and are operating effectively and that objectives are being achieved. 
An Assurance Framework is a structure within which Members and Senior 
Management identify the principal risks to the Council meeting its key objectives, 
and through which they map out both the key controls to manage them and how 
they have gained sufficient assurance about the effectiveness of those controls. 
The assurance framework underpins the statements made within the Annual 
Governance Statement (AGS).”

2.23 The AGS is a comprehensive document covering governance and risk issues. With 
regard to the points above, the ability of the Committee to discharge its duty in its 
review of the AGS without detailed knowledge throughout the year on all risk 
related matters is diminished.

2.24 In addition, the AGS states at page 9 that “the Council’s Risk Maturity Assessment 
which is Level 4 out of 5: Risk Managed”. This is perhaps a generous assessment 
and one that the evidence in this review does not support.

2.25 The Risk Management Policy Statement and Strategy (2018 – 2021) was reviewed. 
(It is noted that a revised draft of the Risk Management Policy Statement and 
Strategy is in the process of being approved and this might affect some of the 
commentary below). This is a detailed document that clearly explains how risk 
management should be undertaken. Under “Our Strategic Risk Management 
Objectives” section it states:
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“The risk management objectives are all sound principles of why you need risk 
management”.

2.13 Particular objectives to draw out by way of example that might not currently be 
enacted include:

“Setting the ‘tone from the top’ on the level of risk we are prepared to accept on our 
different service delivery activities and priorities. Understanding our ‘risk appetite’ 
and acknowledging that how we ‘think about risk’ will be different depending on the 
context of corporate impact and sensitivity.”

2.26 During this review, no evidence was found of an adequate and appropriate risk 
appetite and whether risk is considered within the context of corporate impact and 
sensitivity.

2.27 Risk appetite is also explicitly explained and in particular states: 

“A framework has been developed and implemented to enable risk judgements to 
be more explicit, transparent and consistent. By enhancing our approach to 
determining risk appetite we are able to raise the Council’s capability to deliver on 
challenging targets to raise standards, improve service quality, system reform and 
provide more value for money.

This framework is considered by all levels of the business, from strategic decision 
making, to operational delivery.”

2.28 The responses to the questionnaire set to senior management within each 
Directorate would indicate that the Council needs to reflect further on its risk 
appetite.

2.29 The above comments are not a definitive list but a snap shot of where the Risk 
Management Policy Statement and Strategy is at the current time. Further, parts of 
the Policy Statement and Strategy may be seen more as aspirational rather than 
what is and should be happening at the Council. 

2.30 The Risk Management Policy Statement and Strategy is not being complied with in 
a number of parts which gives a false impression of the Council’s risk maturity.

2.31 The Strategic Risk Register is held within InPhase, a recognised performance 
management software application that also caters for risks and was reviewed.

2.32 The following issues were identified that, if remedied, would greatly assist in the 
identification, monitoring and management of the Council’s key risks and their 
mitigations.

2.33 Firstly, the risk register does not identify any objectives. It is not clear therefore 
which objective might be affected by the “risks” identified in the register.

2.34 It is not clear whether the risks described in the register are indeed risks. They 
appear to be statements for example: 
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“Risk - SR2.8

The cumulative impact of service pressures, particularly the financial impact of 
COVID19, increased demand in Children and Adults social care and Educational 
High Needs, potential grant reductions and the under delivery of planned savings 
will result in major overspend positions in current financial year.”

2.35 Risk registers should initially describe the objective, followed by the Risk Area (a 
paragraph). The heading for the above risk (SR2.8) is Strategic Risk 2: Financial 
(New Qtr 3 19/20). There will then be a number of strategic risks that are relevant 
to the Risk Area. (A risk can only be defined in relation to an objective as risks are 
uncertainties).

2.36 Residual risk shows the direction of travel but does not indicate how the inherent 
risk has been reduced to the new residual risk score.  

2.37 Mitigations are a statement of issues at a point in time and do not appear to be 
controls. Controls should be split between preventative controls which would be 
active prior to a risk occurring and act mainly on the likelihood, and recovery 
controls that would only be active should a risk occur and these would only act on 
the impact or consequence once the risk has occurred.

2.38 A better structured risk register that flowed from the Council’s objectives would 
provide a more informative document.

2.39 The Fraud Risk Register was reviewed which identifies the potential fraud risks 
facing the Council. While parts of the register are informative there are elements 
that should be reviewed such as Risk F. This deals with the theft or 
misappropriation of cash and lists a number of policies as controls. Policies and 
procedures can be mentioned but as a control, can be difficult to quantify as to their 
effectiveness, unless the procedures are specific such as a “separation of duties” 
(mentioned as a control) when proving and posting payments.

2.40 The current controls listed in the Fraud Risk Register may not be actual controls. 
Instead, a control, such as Fidelity Guarantee Insurance, should be listed as this 
will act as a reduction on the Impact should the risk occur, as this insurance will 
cover (to some extent) employee fraud or theft.  

2.41 The Council does have a Risk Management Group who meet on a regular basis to 
review risks across the whole Council and is represented by senior members from 
all directorates.  This Group has been in place for many years, and was recently 
completely reviewed including its terms of reference and membership, to ensure 
appropriate membership and active participation on recommending actions to the 
CLT. 

2.42 In addition, it is noted that increased reporting to Members has taken place in the 
last year through improved presentations to COSC. The Council have also moved 
to link performance and risk reporting, which has already seen increased 
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participation activity from Directors on the strategic risk register and a raised profile 
for risk reporting and management.

2.43 As part of the risk management review, a Risk Maturity Questionnaire was devised 
and issued to senior managers within each Directorate, all of whom being members 
of the Risk Management Group. A total of six questionnaires were issued covering 
the following areas:

i. Risk Culture;
ii. Risk Identification;
iii. Risk Assessment;
iv. Risk Appetite;
v. Risk Response;
vi. Risk Reporting;
vii. Integration with Strategic/Service Plans; and
viii. Assessment of Risk Management Effectiveness

2.44 A summary of the responses to the questionnaire from the six Directorates follows:

2.45 Risk Culture (Questions 1-7) – Generally, there is consensus that the Council has 
an effective approach to Risk Culture which flows from the Members and Corporate 
Leadership Team. The impression is that the Directors fully support risk 
management and are keen to promote this throughout their directorates. It was 
noted however, in the commentary, that risks identified in the strategic risk register 
remain in situ for long periods of time. This could bring into question whether the 
risks identified are indeed risks or maybe something else such as a cause or 
consequence. 

2.46 The risks in the strategic risk register should be further challenged to confirm they 
are “risks” that the Council needs to manage.

2.47 Risk Identification (Questions 8-14) – the feedback on risk identification is mixed 
across the Directorates. This would indicate that further work should be undertaken 
to strengthen this important aspect of the risk management process. In particular, 
there is considerable consensus that for question14 - “All Council staff have been 
afforded the opportunity to provide input into the risk identification process” – that 
this may not be the case.

2.48 Further investigation should be undertaken to seek the views of staff regarding risk 
identification. This could be done by asking staff to initially complete a simple 
survey regarding risk identification.

2.49 Risk Assessment (Questions 15 – 21) – For likelihood and consequence there is 
general consensus that this is done well.

2.50 The Council has not specifically addressed the following two areas:

i. question 19 - “The Council’s processes encourage the Corporate Leadership 
Team (CLT) to consider any low likelihood risks but which might have a 
catastrophic impact (known as “black swan” events)” and,
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ii. question 20 - “The Council also considers other dimensions, in addition, to 
likelihood and impact such as “speed of a risk occurring”, or its persistence 
once occurred etc. when assessing risks/events.”

2.51 The Risk Management Group (RMG) should collectively consider these two 
important aspects of risk management and include in any future policy. 

2.74 Risk Appetite (Questions 22-25) - generally there was consensus that more work is 
needed here to understand and to identify what the Council’s risk appetite is and 
whether this should apply to each risk. There is commentary in the Risk 
Management Policy on Risk Appetite but this has not been fully developed.

2.52 The RMG should progress Risk Appetite for the Council and to oversee the 
implementation of this important aspect of risk management.

2.53 Risk Response (Questions 26 – 33) – there was a mixed outcome to the following 
questions:

i. questions 27 - “The Council has evaluated whether the existing response is 
sufficient to manage the risks within the Council’s risk appetite”; 

ii. question 28 – “The Council has evaluated the potential cost of the risk response 
relative to the benefit provided in either reducing the impact or likelihood of the 
risk event”; and

iii. question 30 – “The Council’s risk management procedures help identify 
potential overlaps or duplications in risk response across the Council 
Departments.” 

2.54 There was generally consensus that this may not be done to a satisfactory degree. 
The RMG should progress this and include in any future policy.

2.55 For the following questions there was a mixed response with 50% of directorates 
unsure or did not know:

i. questions 31 – “The Council conducts “desk top” exercises to test whether 
responses to its most significant risks are working as intended; 

ii. question 32 – “The Council has objectively assessed the effectiveness of risk 
response plans for its most significant risks?; and 

iii. question 33 – “The Council has objectively assessed the effectiveness of risk 
response plans for other key risks outside of the most significant risks.” 

2.56 The RMG to reflect upon the answers to the above questions and to progress.

2.57 There was a mixed outcome to risk reporting Questions 34 – 36. In particular, 
question 36 – “The Corporate Leadership Team (CLT) has identified thresholds or 
trigger points whereby risk monitoring indicates that an emerging risk requires 
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greater management or Member attention.” Risks are escalated but not 
systematically within the Council.  

2.58 The RMG should progress this and include in any future policy

2.59 Integration with Strategic and Service Plans (Questions 37 – 43) – there was 
general consensus regarding compliance with this area. However, question 42 – 
“The Council’s risk management processes encourage consideration of 
opportunities where the Council can take informed risks to improve service delivery 
or generate improved returns (for example a commercialisation investment 
programme).” It was stated that this happens as part of the annual MTFS process, 
but there is not a formal methodology.

2.60 This is an area that should be further developed. 

2.61 Assessment of Risk Management Effectiveness (Questions 44 – 49) – there was 
general consensus regarding compliance with this area. Some “no’s” and “don’t 
knows” however, particularly for question 47 – “The Council obtains an independent 
and objective assessment of its risk management processes on a regular basis.”

2.62 A regular, say annual, independent review should be undertaken on the Council’s 
risk management processes.

2.63 There was also discussion that the Council had limited risk management support – 
question 46 – “The Council has allocated adequate resources to support the risk 
management function.”  

2.64 Risk Management has been implemented into the Planning, Performance and 
Improvement Directorate to increase corporate capacity and resilience. However, 
the Risk Management team at the Council is just one person who is part time. 

2.65 The resilience of the risk management function should be tested to include the role 
of the Risk Champions to assess whether the current arrangements are adequate 
to support the ongoing development of risk management given the size and 
complexity of the Council.
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3. Risk Management Review Assessment

Level 1
Developing
(Risk Naïve)

Level 2
Progressing
(Risk Aware)

Level 3
Operational

(Risk Defined)

Level 4
Embedded & 

Engaged
(Risk Managed)

Level 5
Dynamic & 

Empowering
(Risk Enabled)

R
is

k 
M

at
ur

ity
 L

ev
el

No formal 
approach to risk 
management. 

Consulting and 
planning to 

implement risk 
management.

Early Stages of 
implementation.

Established risk 
management with 
planned extension 

/development.

Fully established 
and effective risk 

culture at all levels.

3.1 On the basis of the documentation examined, responses to the questionnaire, 
evaluation and sample testing of the risk management system and processes in 
place, it is TIAA’s view that the Council are at level 3 on the risk maturity scale 
shown above. Further work and training is needed to be compliant with its Risk 
Management Policy Statement and Strategy. 

3.2 We have identified areas where improvements can be considered to enhance the 
existing risk management processes and to help re-focus and support the Council 
on its risk management journey.

4. Risk Management Improvement Areas

4.1 The Council should consider the role of the Audit and Governance Committee and 
how it satisfactorily discharges its duties with regard to the AGS, the Internal Audit 
plan and the Risk Management Policy Statement and Strategy without sight of the 
Councils Strategic Risk Register.

4.2 The Council should review its risks in the corporate risk register and be satisfied 
that these are indeed risks and not something else.

4.3 Members and the CLT should set the tone from the top and determine the level of 
risk the Council are prepared to accept on the different service delivery activities 
and priorities.

4.4 The risk register should be developed to provide more meaningful data such as 
how the inherent risks impact the delivery of the Council’s objectives, how inherent 
risks have been reduced to the residual risks and to clearly identify the preventative 
and recovery controls.

4.5 The Council should review its Terms of Reference for the Corporate Overview and 
Scrutiny Committee and the Audit and Governance Committee to enable adequate 
and appropriate risk management data to be presented to the Audit and 
Governance Committee to enable it to carry out its duties as currently described in 
their Terms of Reference, CIPFA Guidance, the Institute of Risk Management 
Professional Standards 2015 and the International Risk Management Standard 
(ISO 31000 - 2018).
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4.3 The Council should look to evidence all aspects of the Risk Management Policy 
Statement and Strategy to confirm that the statements made within it are indeed 
being applied and undertaken in practice. (It is noted the Council is in the process 
of updating its Risk Management Policy Statement and Strategy, which has not 
been reviewed at this time.)

4.4 The Council should conduct a survey of managers and then all staff to understand 
their awareness and understanding of risk management and the part they play in 
assessing risk and in achieving objectives in the most efficient and effective way.

4.5 The Council should establish ongoing training for managers and staff to better 
understand risk and its management.

4.6 The Council should develop their Risk Champions to understand the benefits of risk 
management, the systems involved that manage risks (risk register) and have time 
allocated to support others in their departments and directorates.

4.7 The Council should stress test its resilience to supporting risk management across 
the whole council. For example by considering whether Risk Champions have 
reserved time for risk management. Also, given the size, diversity and complexity of 
the Council whether one (part time) person is an adequate level of resource for 
such an important function. 

4.8 The Council should support the Risk Management Group to further develop and 
enhance risk management at the Council on its risk maturity journey by for instance 
enabling the Group members specific time for progressing risk management within 
their own directorates. 

5. Acknowledgement

5.1 TIAA would like to thank all of the staff involved for their help and co-operation 
during this risk management review.

6. Report Issue

6.1 This report will be issued to:

i. Steve Mawson – Executive Director of Corporate Resources;
ii. Rob Ayliffe – Director of Policy, Performance and Governance;
iii. Darren Skinner – Head of Planning, Performance and Improvement;
iv. Sally Coates – Senior Risk Management Advisor; and
v. Piyush Fatania - Head of Audit, Risk, Assurance and Insurance Services
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7. Review Limitations

7.1 The matters raised in this report are only those which came to our attention during 
the course of the review from sample testing undertaken, examination of documents 
and discussion with staff.

7.2 The work of Internal Audit should not be relied upon to identify all strengths and 
weaknesses that may exist or all the improvements that might be made. It may not 
identify all circumstances of fraud or irregularity should there be any. However audit 
procedures have been designed to give a reasonable probability of discovery of any 
material irregularities.
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8. Appendix A

4.6 A review of the Council’s Constitution identified within part 3 – Responsibility for 
Functions - Section 3.10 details the duties of the Audit and Governance Committee:

i. Statement of Purpose includes:

“The purpose of the committee is to provide independent assurance to Council 
of the adequacy of the risk management framework and the internal control 
environment”.

ii. Governance, Risk and Control includes:

“To review and approve the Annual Governance Statement (AGS) and consider 
whether it properly reflects the risk environment and supporting assurances, 
taking into account Internal Audit’s opinion on the overall adequacy and 
effectiveness of the Council’s framework of governance, risk management and 
control.

iii. To monitor the effective development and operation of risk management in the 
Council and to monitor progress in addressing risk-related issues reported to the 
committee.

iv. To review the assessment of fraud risks and potential harm to the Council from 
fraud and corruption”.

4.7 Within part 3 – Responsibility for Functions - Section 3.11, details the roles of the 
Overview and Scrutiny Committee (COSC), the terms of Reference includes:

i. Carry out the scrutiny functions of the County Council delivering the roles set 
out in Article 8 of the Constitution by providing a corporate overview of 
performance, the budget, risk management and service improvement.

4.8 The description of the “Roles of the Scrutiny Committee” as to their actual function 
in the risk management process is not very clear. There is, as shown above, more 
detail for the risk management arrangements identified within the duties of the 
Audit and Governance Committee. In a meeting with the Chairman of the Audit and 
Governance Committee, he expressed his view that risk is mainly a feature of the 
Scrutiny Committee. 

4.9 The Council’s Risk Management Policy Statement and Strategy (2018 – 2021) 
does further explain the Accountabilities, Roles and Responsibilities of the various 
Council hierarchy and these provide the following detail on risk management:

4.10 Under Cabinet, the Risk Management Policy Statement and Strategy states: 

i. “Endorse the Risk Management Policy Statement and Strategy;

ii. Endorse the content of the Strategic Risk Register and proposed risk 
mitigation plans, and monitor implementation;
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iii. Be aware of the risk management implications of decisions;

iv. Monitor key performance results including the production of an annual report 
on strategic risk management activity; and

v. Nominate a Lead Member Risk Management Champion to be responsible for 
the championing, scrutiny and oversight of the risk management activities”. 
This is the Deputy Leader who is also the Cabinet Member for Finance and 
Change.

4.11 Under the Corporate Overview and Scrutiny Committee, the Risk Management 
Policy Statement and Strategy states:

i. “Ensure that risks and opportunities within their portfolio are identified and 
effectively managed through discussions with Directors and Service Heads;

ii. Facilitate a risk management culture across the council;

iii. Contribute to the Cabinet review of risk and being proactive in raising risk from 
the wider Gloucestershire area and community; and

iv. Monitor and challenge key risk controls and actions.”

4.12 Under Audit and Governance Committee, the Risk Management and Policy 
Statement and Strategy states:

i. Provide independent assurance to the Council of the adequacy and 
effectiveness of the risk management arrangements and associated control 
environment;

ii. Receive an annual report on risk management activity; and to be added in the 
2022 revised document

iii. Receive a report on the Annual Governance Statement (AGS), and 
subsequent progress reports.

4.13 The CIPFA publication “Audit Committees Practical Guidance for Local Authorities 
and Police (2018 edition)” (the Guidance) represents best practice for audit 
committees in local authorities throughout the UK. As it is CIPFA Guidance which 
states that it is “Best Practice for local authorities”, the Council should ideally 
follow this.

4.14 The Guidance states that the core functions of an audit committee are to:

i. Be satisfied that the authority’s assurance statements, including the annual 
governance statement, properly reflect the risk environment and any actions 
required to improve it, and demonstrate how governance supports the 
achievement of the authority’s objectives.
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ii. Consider the effectiveness of the authority’s risk management arrangements 
and the control environment, reviewing the risk profile of the organisation and 
assurances that action is being taken on risk-related issues, including 
partnerships and collaborations with other organisations.”

4.15 The CIPFA statement goes on to state: 

“In determining the audit committee’s responsibilities towards risk management, 
authorities should have regard to the responsibilities of other committees such as 
scrutiny committees and the specific responsibilities of those charged with 
governance in relation to risk management.”

4.16 The above does not absolve an audit committee from the responsibilities towards 
risk management, as extensively detailed in the CIPFA Guidance. In undertaking 
those responsibilities, the audit committee can take cognisance of the work of other 
committees regarding risk management. For instance, a scrutiny committee may 
review and comment upon the risks pertaining to a particular Council project. The 
audit committee can note these in any deliberations it makes on those risks.
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5. Appendix B (Risk Management Framework)

5.1 The main elements of a risk management framework are:

i. Risk identification and assessment;
ii. Risk mitigation;
iii. Risk monitoring and reporting; and
iv. Risk governance.

5.2 Risk identification and assessment involves identifying risks that could prevent the 
Council from achieving its objectives. This includes IT, operational, regulatory, 
legal, political and strategic risks. Risk assessment involves quantifying the 
probability of a risk arising and the potential impact if it does. The results of risk 
identification and assessment are recorded in risk registers.

5.3 Risk mitigation involves identifying actions which can minimise the probability of a 
risk materialising or the impact if it does. This can include:

i. Tolerate the risk – some risks cannot be reduced and so the Council accepts 
these as a “fact of life”;

ii. Treat the risk – take mitigating actions that will reduce the probability or impact 
of a risk;

iii. Transfer the risk – insurance & contracting out are the most common transfer 
mechanisms; or

iv. Terminate the risk – some risks can never be accepted and so the activity that 
causes it is halted. This, however, is not always an option for the Council as it 
has statutory duties to provide certain services.

5.4 Risk monitoring and reporting – by their nature, risks change over time. New risks 
can emerge, existing ones can change and the efficacy of mitigating controls needs 
to be monitored on a continuous basis to ensure they are fit for purpose.

5.5 The results of risk monitoring work need to be reported to a relevant body within the 
organisation (with regard to the Council, a Member Committee). This is to ensure 
there is effective oversight and challenge of the Council’s risk management 
arrangements.

5.6 Risk governance refers to codifying the risk management arrangements (for 
example in a Risk Management Strategy), establish the processes for risk 
management and defining the roles of officers and Members in this.

5.7 With regard to the risk management framework and how this relates to the 
responsibilities, it appears at the Council that no single committee is wholly 
responsible for the actions stated above.


